











Update Your Emergency Response Plan

The EPA has developed the following 10 tips for updating
your Emergency Response Plan (ERP):

O 10. Review Your ERP O
Review and update your emergency response plan,
including identification of critical functions and
supplies that will need coverage. Plan for operating
with severe staff shortages (40-60%).

9. Prepare Yourself

Prepare yourself, your family and your home first
(see “Are You Ready?” and CDC guides:
www.cdc.gov/flu/pandemic/healthtips.htm, or
www.ready.gov). Have policies in place that allow
workers to take care of families, but still provide
adequate staffing.

8. Examine Workforce Alternatives

O Examine workforce alternatives: mutual aid agree-
ments, contingency plans with contract operators, and
cross training. Evaluate and test safe and secure use
of automation. (e.g., SCADA)

7. Collect Utility Information

Create and maintain both an on-site and off-site emer-
gency kit. Compile emergency contacts, updated utility
diagrams/maps of the system, standard operating
procedures, and critical customer information. Also,
maintain extra sets of facility keys at multiple

secure locations.

6. Conduct a “Walk Through”
Conduct a “walk through” of your facility with local
O emergency responders and alternate operators. O
Make sure all valves and equipment are clearly
and accurately labeled.



5. Have a Communications Strategy

Include ways to communicate emergency information.
Develop standard language for various public notices,
including: Do Not Drink, Boil Water Notices, etc.

4. Stock Supplies O
Stock supplies and chemicals safely and securely.

If space is an issue, have backup vendor contact
information up-to-date and available. Ensure that

all applicable regulations are observed when storing
chemicals on-site.

3. Exercise Generators

Exercise emergency generators. Also have plans in
place for receiving fuel in an emergency.

2. Employee Preparations

Consider preparations for employees remaining at

work for extended periods. This could include adequate
sleeping arrangements, food, water, medical supplies,
communication links, etc. O

1. Practice

Practice, practice, practice your Emergency
Response Plan!

and KEEP WASHING YOUR HANDS!

Hand washing is an effec- .
tive means of reducing the &
spread of the influenza _

virus (the flu) and other
infections. However simple,
this measure is still often
neglected.




Emergency, Security, and Risk Communication
Resources for Public Drinking Water Systems

U.S. Environmental Protection Agency EPA Drinking
Water Security in New England -

A website to assist New England medium and small public
water suppliers with security and emergency planning
resources and guidance.
http://www.epa.gov/region01/eco/drinkwater/dw security.html

EPA Water Infrastructure Security -

This Web site provides resources for water utilities, state and
local governments, public health officials, emergency respon-
ders and planners, assistance and training providers, environ-
mental professionals, researchers and engineers, and law
enforcement, among others.

() http://cfpub.epa.gov/safewater/watersecurity/index.cfm O

EPA Security Product Guide -

EPA has developed a series of Security Product Guides to
assist treatment plant operators and utility managers in
reducing risks from, and providing protection against,
possible natural disasters and intentional terrorist attacks.

http://cfpub.epa.gov/safewater/watersecurity/guide/
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Contact Information
Water System Emergency Response Team

Fast, reliable communication is the key to success in
coordinating a public health response. Before an incident
occurs, water utilities should develop a communication
and notification plan.

Contact Person

Title/Function

Working Hours Phone Number

Cell Phone Number

Beeper Number

Email

Contact Person

Title/Function

Working Hours Phone Number

' Cell Phone Number

Beeper Number

Email

Contact Person

Title/Function

Working Hours Phone Number

Cell Phone Number

Beeper Number

Email




Contact Person

Title/Function

Working Hours Phone Number
Cell Phone Number

Beeper Number

Email

Contact Person

Title/Function

Working Hours Phone Number
Cell Phone Number

Beeper Number

Email

Contact Person

Title/Function

Working Hours Phone Number
Cell Phone Number

- Beeper Number
Email

Contact Person

Title/Function

Working Hours Phone Number
Cell Phone Number

Beeper Number

Email




First Responder Contacts

You can use the following websites to search for the O
specific first responder contact information for your

water system -

For any emergency requiring local response
you should first call 911

Local Police
Emergency Number 911
Non-Emergency Number

State Police
~Emergency Number
Non-Emergency Number

Fire Department
Emergency Number
Non-Emergency Number

FBI Regional Office
“Emergency Number
Non-Emergency Number

CT DEP HazMat Spill Response
Emergency Number




Regulatory Contacts

State of Connecticut
WWW.CL.gov

CT Department of Public Health
Drinking Water Section:
8:30-4:30 M-F:860.509.7333
Emergency Number After Hours - 860. 509.8000

CT Department of
Environmental Protection:
8:30-4:30 M-F:860.424.3338
Emergency Number After Hours - 1.866.DEP.SPIL

CT Department of Emergency Management
and Homeland Security:
1.800.397.8876

CT Department of Public Utility Control:
1.800.382.4586




Federal Contacts

US Environmental Protection Agency
WWW.epa.gov
1.800.426.4791

US Department of Homeland Security

www.dhs.gov
202.282.8000

Federal Emergency Management Agency
www.fema.gov
1.800.621.FEMA




Media Contacts

Fast, reliable communication is the key

to success in coordinating a public

health response. Before an incident
occurs, water utilities should develop a communication
and notification plan. Communication and notification
plans should include State agencies, utility staff and
customers, the public, and the media. In a crisis, your
message to employees and the media should be:

Simple - Frightened people do not want to hear
big words.

Timely - Frightened people want information now.

Accurate - Frightened people want to know the truth,
so give it straight.

Relevant - Answer their questions and give action steps.

Credible -Empathy and openness are your keys
to credibility.

' Consistent - The slightest change in the message
is upsetting.
You can use the following websites to find media
contact information for your water system

Newspapers

http://www.usnpl.com
http://www.gebbieinc.com/daily/ct.htm
http://www.gebbieinc.com/Weekly/ct.htm

Radio Stations
http://www.radio-locator.com

Television Stations
http://www.gebbieinc.com/tv/ct.htm



Technical Experts/Service Providers

Consulting Engineer

Contact Name and Organization

Resource for:

Working Hours Phone Number

Emergency Hours Phone Number

Cell Phone Number

Beeper Number

Email

Technical Service Provider

Contact Name and Organization

" Resource for:

Working Hours Phone Number

Emergency Hours Phone Number

Cell Phone Number

Beeper Number
Email

O



Name:

Newspapers

Contact Person

Title/Function

Telephone

Cell Phone

Beeper Number
Email

Name:

Contact Person
Title/Function

Telephone
Cell Phone

Beeper Number

Name:

Contact Person
Title/Function

Telephone

Cell Phone

Beeper Number
Email

Email




o

Television Stations

Channel

Contact Person

Title/Function

Working Hours Phone Number

Cell Phone Number

Beeper Number

Email

Channel

Contact Person

Title/Function

Working Hours Phone Number

Cell Phone Number

Beeper Number

" Email

Channel

Contact Person

Title/Function

Working Hours Phone Number

Cell Phone Number

Beeper Number

Email




Radio Stations

Station

Contact Person

Title/Function

Working Hours Phone Number

Cell Phone Number

Beeper Number

Email

Station

Contact Person

Title/Function

Working Hours Phone Number

Cell Phone Number

Beeper Number

- Email

Station

Contact Person

Title/Function

Working Hours Phone Number

Cell Phone Number

Beeper Number

Email




Regional Utilities and Contractors

You can use the following website to find the specific
contact information for licensed utilities that serve your
water system:

www.ct.gov/dcp

Electric Utility

Contact

Emergency Phone Number
Person

Title/Function

Working Hours Phone Number
Cell Phone Number

Beeper Number
Email

-Gas Company

Contact

Emergency Phone Number
Person

Title/Function

Working Hours Phone Number
Cell Phone Number

Beeper Number
Email




Oil Company

Contact _

Emergency Phone Number

Person

Title/Function

Working Hours Phone Number

Cell Phone Number

Beeper Number

Email

Excavation Service

Contact

Emergency Phone Number
Person

Title/Function

Working Hours Phone Number

Cell Phone Number

Beeper Number
Email

Communication Company

Contact

Emergency Phone Number

Person

Title/Function

Working Hours Phone Number

Cell Phone Number

Beeper Number

Email




—

State Approved Laboratories

The CT Department of Public Health’s Environmental
Laboratory Certification Program provides a list of
certified laboratories in CT. To access that list go to
www.ct.gov/dph

Primary Laboratory

Contact

Emergency Phone Number

Person

Title/Function

Working Hours Phone Number

Cell Phone Number

Beeper Number

Email

Backup Laboratory

Contact

Emergency Phone Number

Person

Title/Function

Working Hours Phone Number

Cell Phone Number

Beeper Number

Email




O Water System Mutual Aid Networks
“The CtWARN”

The CtWARN is a Water/Wastewater Agency Response
Network that allows water and wastewater systems in
CT to receive rapid mutual aid and assistance from
other systems in CT.

The concept of “Utilities Helping Utilities” is a pre-
arranged mutual aid agreement that enables utilities to
share resources during emergencies such as hurricanes,
floods, pandemics, or intentional damage. It also en-
ables a utility to be eligible for FEMA Disaster reim-
bursement. It’s voluntary and it’s free! For more

Q information on the CtWARN visit www.ctwarn.org

List information on neighboring systems that can assist
during emergency situations:

Water System Name
Contact
Resource for

Title/Function
Working Hours Phone Number
Emergency Hours Phone Number
Cell Phone Number

() | Beeper Number
Email




Water System Name

Contact

Resource for

Title/Function

Working Hours Phone Number

Emergency Hours Phone Number
Cell Phone Number

Beeper Number

Email

Water System Name

Contact

Resource for

Title/Function

Working Hours Phone Number

Emergency Hours Phone Number
Cell Phone Number

Beeper Number

" Email

Water System Name

Contact

Resource for

Title/Function

Working Hours Phone Number

Emergency Hours Phone Number
Cell Phone Number

Beeper Number

Email




Water Supply Product Distributors
’ in Connecticut

You should list the specific resource information such
as critical equipment model numbers, well pump, lift

station pump, etc. Establish emergency supply agree-

ments with surrounding industries, contractors and re-
lated local and regional suppliers.

Contact Name & Company

Resource for

Working Hours Phone Number

Emergency Hours Phone Number

Cell Phone Number

Beeper Number

Email

Contact Name & Company

Resource for

Working Hours Phone Number

Emergency Hours Phone Number

Cell Phone Number

Beeper Number

Email




Contact Name & Company

Resource for

Working Hours Phone Number

Emergency Hours Phone Number
Cell Phone Number

Beeper Number

Email

Contact Name & Company

Resource for

Working Hours Phone Number

Emergency Hours Phone Number
Cell Phone Number

Beeper Number

~Email

Contact Name & Company

Resource for

Working Hours Phone Number

Emergency Hours Phone Number
Cell Phone Number

Beeper Number

Email




O

-Beeper Number

Operations Hardware and Resources

To better enable water systems to secure SCADA systems,
vulnerabilities should be identified in the system. List
your contacts for your operational hardware needs.

Immediately report ANY improper intrusion
into your SCADA or utility IT network to
the FBI New Haven Office at 203.777.6311

Contact Name & Company

Resource for

Working Hours Phone Number

Emergency Hours Phone Number

Cell Phone Number

Email

Contact Name & Company

Resource for

Working Hours Phone Number
Emergency Hours Phone Number

Cell Phone Number

Beeper Number

Email




Contact Name & Company

Resource for

Working Hours Phone Number

Emergency Hours Phone Number
Cell Phone Number

Beeper Number

Email

Contact Name & Company

Resource for

Working Hours Phone Number

Emergency Hours Phone Number
Cell Phone Number

Beeper Number

~Email

Contact Name & Company

Resource for

Working Hours Phone Number

Emergency Hours Phone Number
Cell Phone Number

Beeper Number

Email




Other Emergency and
Frequently Used Phone Numbers

Contact Name & Company

Resource for

Working Hours Phone Number
Emergency Hours Phone Number

Cell Phone Number

Beeper Number

Email

Contact Name & Company

Resource for

Working Hours Phone Number

Emergency Hours Phone Number

' Cell Phone Number

Beeper Number
Email

Contact Name & Company

Resource for

Working Hours Phone Number

Emergency Hours Phone Number

Cell Phone Number

Beeper Number

Email




Contact Name & Company

Resource for

Working Hours Phone Number

Emergency Hours Phone Number
Cell Phone Number

Beeper Number

Email

Contact Name & Company

Resource for

Working Hours Phone Number

Emergency Hours Phone Number
Cell Phone Number

Beeper Number

Email

Contact Name & Company

Resource for

Working Hours Phone Number

Emergency Hours Phone Number
Cell Phone Number

Beeper Number

Email




EPA Safe Drinking Water Hotline -

This hotline is a service of the Office of Ground Water
and Drinking Water. It provides the general public,
regulators, medical and water professionals, academia
and media with information about drinking water and
ground water programs authorized under the Safe
Drinking Water Act. You can reach the hotline at
1.800.426.4791 or ask a question at the Hotline’s
website at www.epa.gov/safewater/hotline

The National Environmental Methods Institute -
A free, searchable clearinghouse of methods and
procedures for both regulatory and non-regulatory
monitoring purposes for water, sediment, air and
toxicity. Use NEMI first to compare and contrast the
performance and relative cost of analytical, text, and
sampling methods for environmental monitoring.
http://www.nemi.gov/

- US Federal Emergency Management Agency-
The primary mission of FEMA is to reduce the loss
of life and property and protect the Nation from all
hazards, including natural disasters, acts of terrorism,
and other man-made disasters, by leading and
supporting the Nation in a comprehensive emergency
management system of preparedness, protection,
response, recovery, and mitigation.
http://www.fema.gov




U.S. Department of Homeland Security

The Department of Homeland Security leads the unified
national effort to secure America. Their primary charge
is to prevent and deter terrorist attacks and protect
against and respond to threats and hazards to the
nation. DHS provides the unifying core for the vast
national network of organizations and institutions
involved in efforts to secure our nation.
http://www.dhs.gov/index.shtm

DHS Ready.Gov -

To help citizens begin to learn about potential terrorist
threats, the Department of Homeland Security has
developed a website specifically concerned with
incident and emergency preparedness in the event of
a potential terrorist attack. The site discusses actions
to be taken depending on the specific type of terrorist
attack. http://www.ready.gov/

Ready v

US Food and Drug Administration-Counterterrorism
Links

http://www.fda.gov/oc/opacom/hottopics/
bioterrorism.html

O



The Center for Disease Control and
Prevention (CDC) -

Emergency Preparedness and Response Homepage.
This site is intended to increase the nation’s ability to
prepare for and respond to public health emergencies.
http://www.bt.cdc.gov/

If you believe that you have been exposed to a
biological, chemical or radiological agent, or if
you believe an intentional threat will occur or
is occurring, please contact local emergency

.responders by calling 911. If you live in an
area without 911 service, contact your local

_emergency, medical, or police service. You
should report the situation to your local and
state health department.

To contact CDC:

v/ 800-CDC-INFO/888-232-6348 (TTY)

v cdcinfo@cdc.gov

¢/ CDC Clinician Information Line: 877-554-4625

¢/ CDC Emergency Response Hotline:

(24 hours) 770-488-7100

The CDC Emergency Response Hotline provides
health departments and health care providers
with information from experts in bioterrorism,
chemical emergency, and natural disasters.



For consultation on non-emergency programmatic
issues, please contact the following:

v/ Coordinating Office of Terrorism Preparedness and
Emergency Response: 404.639.7405

v/ Bioterrorism and emerging infectious
diseases/Bioterrorism Preparedness and Response:

404.639.0385

¢/ Chemical, radiological, and natural disasters:
National Center for Environmental Health and
Agency for Toxic Substances and Disease Registry:
770.488.7000

Agency for Toxic Substances and Disease Registry
(ATSDR) -

ATSDR is a national public health agency which
compiles information on contaminants and disease
~causing agents. They serve the public by using the best
science, taking responsive public health actions, and
providing trusted health information to prevent harmful
exposures and disease related to toxic substances.
http://www.atsdr.cdc.gov/about.html




The American Water Works Association (AWWA) -
AWWA is the authoritative resource to improve the
quality and supply of drinking water. AWWA is the
largest organization of water professionals in the world.
AWWA advances public health, safety and welfare by
uniting the efforts of the entire water community.
Through this collective strength we become better
stewards of water for the greatest good of the people
and the environment. http://www.awwa.org

The Association of State Drinking Water
Administrators (ASDWA) -

ASDWA has information on water security planning,
training, and links to state programs and other
information sources. http://www.asdwa.org

National Rural Water Association (NRWA) -

NRWA developed the “Security and Emergency
~Management System” (SEMS) Software Program, which
can be loaded on a personal computer. It is based on
NRWA/ASDWA'’s Security Vulnerability Self-Assessment
Guide for Small Drinking Water Systems Serving
Populations Between 3,300 and 10,000.
http://www.nrwa.org./




InfraGard -

This is an- FBI-sponsored information sharing and
analysis effort serving the interests of a wide range of
members. InfraGard is a partnership between the FBI
and the private sector. InfraGard is an association of
businesses, academic institutions, state and local law
enforcement agencies and other participants dedicated
to sharing information to prevent hostile acts against
the United States. Learn more at www.infragard.net

Physician Preparedness for Acts of Water Terrorism -
The primary purpose of this Physician Readiness for
Acts of Water Terrorism guide is to provide health care
practitioners with resources to help guide them through
the recognition, management and prevention of water-
related disease resulting from intentional acts of water
terrorism.
http://www.waterhealthconnection.org/bt/index.asp

' ASIS International

The Security Industry Buyer’s Guide is a comprehensive
database of security products and services in the industry.
Comprising more than 3,000 manufacturers and suppliers
of security products and services, the SIBG includes
available resources of the security industry from the
most elemental tools to its most advanced technology.
http://www.sibgonline.com/public/subcatl2.asp




DHS Homeland Security Advisory System -
provides a compre-
HOMELAND SECURITY hensive and effective
ADVISORY SYSTEM : :
means to disseminate

information regarding

the risk of terrorist
SEVERE acts to Federal, State,
and local authorities

and to the American
people. This system
provides warnings in

%;N%;‘;@;E?;’ the form of a set of

TERRORIST ATTACKS

graduated “Threat
GUARDED Conditions” that in-
crease as the risk of
the threat increases.
At each threat condi-
tion, federal depart-
ments and agencies
implement protective

measures to further reduce vulnerability or increase
response capability during a period of heightened alert.

This system is intended to create a common vocabulary
and structure for an ongoing national discussion about
the nature of the threats that confront the homeland
and the appropriate measures that should be taken in
response. Learn more at:

http://www.dhs.gov/xinfoshare/programs/
Copy_of_press_release_0046.htm
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